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for Oracle MWA
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Over the years, there are many Oracle E-Business WMS and MSCA customers who are looking to enhance the
security of communication between the mobile MWA users and Oracle MWA server. As we know, the MWA
server used in MSCA and WMS natively runs in Telnet protocol where all data including username and password
are sent in clear text. One of the ways to secure the communication is to encrypt the data between client and
server and this can be done using SSL (Secure Sockets Layer).

In recent update, Oracle added SSL support in MWA server. However SSL is not supported by MWA Dispatcher,
con rmedin Does MWA Dispatcher (MWADIS) Accept SSL or TLS Connections? (Doc ID 2175344.) . This is
unfortunate as many customers are using MWA dispatcher to load balance their MWA users. In such case, to
make SSL work customer has to either connect the device directly to MWA port or use other types of load
balancer which supports SSL passthrough.

This document is written to help customers in two regards. First, it describes steps to enable SSL in Oracle MWA
server. For reference, please read information in note "Oracle Mobile Supply Chain Applications for Oracle
E-Business Suite Release Notes (Doc ID 21081551)" to enable SSL in standard Oracle MWA server. Second, it
introduces a high performing popular software load balancer called haproxy and show how to use it to load
balance multiple MWA ports running in SSL mode.

The high level steps are as follows:

1. Generate an SSL certi cate, we can either get this from a trusted provider (paid) or we can generate a
self-signed certi cate (free)

2. Con gure mwa.cfg to enable the SSL

3. Restart MWA service

4. Install and con gure haproxy

To generate a self-signed SSL certi cate using the keytool command on Oracle EBS application node:
1. Open a command prompt or terminal

2. Run this command:

keytool -genkey -keyalg RSA -alias tomcat -keystore mwassl.jks -validity <days> -keysize 2048
Where <days> indicate the number of days for which the certi cate will be valid.

Enter a password for the keystore. Note this password as you require this for con guring the server
When prompted for a rst name and the last name, press Enter to keep it blank.

Enter the other details, such as Organizational Unit, Organization, City, State, and Country

Con rm that the information entered is correct

When prompted with "Enter key" password for <mwassl>, press Enter to use the same password as the
keystore password
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9. Run this command to verify the contents of the keystore

keytool -list -v -keystore mwassl.jks
11.  When prompted, enter the keystore password note in Step 3. The basic information about the generated
certi cate is displayed. Verify that the "Owner" and "Issuer" are the same. Also, you should see the information
you provided in Step 5 and 6.

The certi cate is now complete and ready to use. Move this le to $INST_TOP/admin/install. If you run in 12.2.X,
please move to both RUN and PATCH.

Screenshot of how we generate a self-signed certi cate.

Screenshot of how we verify the self-signed certi cate.
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global
log /dev/log localO
log /dev/log locall notice
chroot /var/lib/haproxy
stats socket /run/haproxy/admin.sock mode 660 level admin
stats timeout 30s
user haproxy
group haproxy
daemon

defaults
log global
mode tcp
timeout connect 30s
timeout client 1h
timeout server 1h
option tcplog

frontend mwaproxy
mode tcp
bind *10860
default_backend mymwaservers

backend mymwaservers
mode tcp
server mwal 192.168.1.232:10200 check
server mwaz2 192.168.1.232:10202 check
server mwa3 192.168.1.232:10204 check
stick-table type ip size Im expire 30m
stick on src
option redispatch

The important relevant sections in haproxy.cfg are the frontend and backend. The frontend has the port it should
listen for incoming connection and the backend lists all the mwa ports we want to load balance. The stick-table
and stick are used for sticky session so in case a client gets disconnected from server (due to WiFi interruption
for example), the client can be forwarded to the same server it was connected before the disconnection.

Notice that we do not do anything special to implement TLS passthrough. It's enough to pass the tra c to the
backend servers and let them handle the encryption and decryption. That's all there is to TLS passthrough.

Don t forget to restart haproxy after any changes in haproxy.cfg with the following command:
sudo service haproxy restart
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